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SAQR .

Fake government payment pages — caught while they are being set
up, blocked everywhere with one click.

Team Falcon Rush - NYU Abu Dhabi Challenge 6 - impersonation of government financial services



THE PROBLEM

Today the fake is found after the money is gone

Name Certificate
registered _,  free, minutes
any registrar, any

TLD

>75%

of cyber breaches start with phishing or
fraudulent messages
UAE Cyber Security Council
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SMS wave Victims pay Complaints Takedown
“claim your refund N card - CVV - OTP N hours to days later N one partner at a
within 24 h" relayed live time - days

+35%

SsCam messages in one year
UAE Cyber Security Council

days

online while registrar, host and telecoms are
contacted one by one



THE INSIGHT

Scammers publish their own early warning

Every HTTPS site needs a certificate. Every certificate is written to public logs within minutes. We read the
same stream.

Scammer . aitificate authority Public CT logs SAQR
registers a look-alike name vae-fines-refund.com [P append-only, world-readable

flags, verifies, blocks

~150 /s 1in 3,000 O citizens

certificates streamed from two Google logs in names survive the cheap look-alike filter

no traffic taps, no phones, no browsing data
our tests
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STAGE 2 - ASSESS

Does it look official — and does it ask for a card?

® Reference: rta.ae (demo replica)

UAE Government - oLyl 40s8>

reference gallery /70" 800 9090

Home Services Traffic Fines Salik Public Transport Contact
P | wloanll a3 eall wolallaall s plal Jadl Ly Luasl
Hom ces » Traffic Fines

Traffic Fines Inquiry & Payment
Lgaszg dy g pall wlallall oo pMazwdl

Search for a fine ©@ Needhelp? - Teacbus gl

Plate emi

Dubai — (> Code Plate number

Traffic code no. . A Driving licence no. osLall ias, a8,

e.g. 10 e.g.

Inquiry result

1g fine found for plate Dubai P 49172.

Violation #10045678 Unpaid - dc 3820 b

confirmed fake layout copied RTA emblem reused

gym site with the same word — cleared
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@ Secure connection m (e )

t Authority Call Centre - JLai¥l 5,0

evidence sealed automatically - hashes -

90

RISK / 100

layout 93 %
emblem match
on demo fixtures

collects card + OTP

® Suspect: rta-fines-refund.com (demo clone)

UAE Government - wllal aags>

@ Secure connection m (e )

Call Centre - JLas¥l ;5,0

same emblem - same layout 800 9090

Home Services Traffic Fines Salik Public Transport Contact
Bl wlaanll el oolallaall i plall Jadl Ly Juail

Home » ¢ » Refund

Traffic Fines Refund
a9 all eolallall 5l yiw

A Claim your refund within 24 hours or it will be forfeited. M

A ©® Whyamlowed arefund?
03l4)] ptzw V] aelis Y€ M5 aleall ol nmls alllanall o8

Refund of overpaid traffic fine
8ol 3l aegdna a9 10 dallse ol awl

ecords w you overpaid a traffic fine. The amount below is ready e returned to yo ard

“claim within24 h"

Ready to refund - sl ,awi jale
Original violation - aallxa Speeding - Sheikh Zayed Rd

Dubai - P - 49172

AED 320.00

Enter your details to receive the refund
elall pMuwd il Jssl

The refund will be credited directly to the card you enter below.

Full name .15l oY

certificate minutes old, free CA

Merkle root - timestamp



STAGE 4 - RESPOND

One click. Seven partners. A human decides.

Telecom operators

e& - du - TDRA block list, SMS
filter

ACKNOWLEDGED

Browser blocklists
Safe Browsing - SmartScreen

ACKNOWLEDGED

Banks / CBUAE

freeze IBANs and wallets on
the page

ACKNOWLEDGED
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aeCERT + entity SOC

incident and indicators
ACKNOWLEDGED

Registrar

suspension notice with
evidence

ACKNOWLEDGED

Approve &

block Hosting provider

everywhere content takedown
ACKNOWLEDGED

allow-list re-checked - named
analyst - audit chain

Certificate authority

revocation request
ACKNOWLEDGED



TIME BUDGET - DEMO RUN

Seconds to identify. Minutes to block — including
the human.

O | [ @ @
Certificate logged Detected Verified - risk 90 Evidence sealed Analyst approved Telecom ack (simulated)
+6s +7s +0s +2min 46 s +1s
Time to identify -
today 9h
Time to identify -
SAQR ‘ 6s
Exposure - today ~48 h
Exposure - SAQR 3 min

Pipeline steps measured in the offline demo; with the live feed the clock starts at the public certificate timestamp, which anyone can recompute from the log entry in the
evidence package. Partner acknowledgements are simulated. Baselines are documented assumptions, to be replaced by historical case data. Targets: =70 % and -50 %.

« SAQR - hackathon.ae 2026 6



Sggtch them while they set up.
Block them everywhere
with one click.

Team Falcon Rush - NYU Abu Dhabi
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https://saqr-hackathon.pages.dev/

